
C
L
IQ
U
E
S
:
S
ecu
re
S
erv
ices
fo
r
G
ro
u
p

C
o
m
m
u
n
ica
tio
n

G
en
e
T
su
d
ik

g
ts@
isi.ed
u

D
A
R
P
A
H
ig
h
C
o
n
�
d
en
ce
N
etw
ork
in
g
W
ork
sh
o
p
,
0
6
/
1
2
/
9
8
,
R
o
ck
p
ort,
M
A
.

U
S
C
In
fo
rm
a
tio
n
S
cien
ces
In
stitu
te



D
A
R
P
A
H
ig
h
C
o
n
�
d
en
ce
N
etw
o
rk
in
g
W
o
rk
sh
o
p
,
0
6
/
1
2
/
9
8
.

1

T
h
e
S
e
ttin
g

D
yn
am
ic
P
eer
G
ro
u
p
s
(D
P
G
s):

�

R
elatively
sm
all
(1
0
0
s
o
f
m
em
b
ers)

�

N
o
H
ierarch
y

�

F
req
u
en
t
M
em
b
ersh
ip
C
h
an
g
es

�

E
lected
or
A
p
p
o
in
ted
(b
u
t
n
o
t
p
erm
an
en
t)
G
ro
u
p
C
o
n
tro
ller

N
o
tab
le
E
xam
p
les:

�

R
ep
licated
S
ervers

�

G
ro
u
p
-w
ork

�

V
id
eo
/
au
d
io
C
o
n
feren
cin
g

�

A
d
H
o
c
N
etw
ork
s

U
S
C
In
fo
rm
a
tio
n
S
cien
ces
In
stitu
te

G
en
e
T
su
d
ik



DARPA High Con�dence Networking Workshop, 06/12/98. 2

DPG Membership Operations

Member Addition

Member Exclusion

Group Fusion

Group Fission

Mass Join

Mass Leave

Group Genesis (IKA)
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Authenticated Key Agreement

r1

r2r3r4

       GROUP 
CONTROLLERS

α

α

1 2 3

4K14

r1
α

r2
α

r1r2
α

r1r2
α

r1r3
α

r2r3
α

r1r2r3
α

r1r3r4
α

K24 r1r2r4
α

K34

r1
α

1 2 3

4

K12 r1
α

K13 r1
α

K14 r1
α

K12 r2
α

K21 r1r2
α

K13K23 r1r2
α

K14K24

r1r2
α

K13K23

r1r3
α

K12K32

r2r3
α

K21K31

r1r2r3
α

K14K24K34

r2r3r4
α

K21K31K41 r1r3r4
α

K12K32K42 r1r2r4
α

K13K23K43
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Group Signatures

Register

Member

Member

sign
verify

Anyone

Signed message

Group
Manager

Group
Manager

enroll

   

"plaintiff"

Signed message

open

− GM cannot cheat
− Members cannot cheat
− Outsiders cannot cheat
− No coalitions

− Easy Registration
− Efficient Sign, Verify, Open
*  Exclusion not worked out yet...
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