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Motivation

- Concerns about security & privacy prompted new legislations
Anyone storing sensitive data must do so in encrypted fashion
- Trend: vendors adding security/privacy features to existing
products
E.g., Oracle, IBM have DBMS-s supporting encryption
Coming up with efficient security solutions requires
understanding of:
Points of vulnerability
Attack model
Encryption and integrity granularity
Choice of encryption function(s) to use
Key management issues
Challenge

[ntroduce security functionality without too:much overhead (performance
and' storage)

Purpose

Adding privacy/security features results in
poor performance

- Efficient solutions require fundamental changes to underlying
storage implementation
Minimize number of encryption operations

- We suggest a new DMBS storage model

Group) sensitive data to minimize # of encryption operations =» minimize
crypto overhead

Take advantage of bulk encryption performance
Minimize risks of key/data compromise

- Motivated by the Outsourced Database paradigm




r- Outsourced Database Model

Client-Server model Database Service Provider (DSP)
Client stores both sensitive and non-sensitive data at the server:
Server acts as an outsourced database application
» Protects client’s sensitive data through encryption and access ¢
» Ensures data’s confidentiality and prevent unauthorized access

Trust in server
Ranges from fully trusted to fully un-trusted
We tocus on partially trusted
trusted = Database-as-a-Service (DAS)
r runs queries over encrypted data
o work at UCI

Untrusted Storage — subject to takeover:
Trusted CPU
Viable if:
No possibility of compromise
Temporary compromise while CPU has no access to keys




Points of Vulnerability

Z

Server

Database S e Provider (DSP)
Client-server communication
Client queries can involve sensitive inputs
Query reply can contain sensitive data
SSIL (and/or IPSec) is a de factoi standard/selution
Not discussed any turther

Data stored at the server
Storage not protected =» can be compromised
Stored data needs to be encrypted and integrity-protected
Protect against outsiders and malicious insiders

Problems with today’s DB security solutions

Poor efficiency
Added security introduces significant computational overhead
Mainly due to underlying model used by DBMS
Ditficult to find efficient solutions without modifying the way in which records are
stored in blocks on disk

Inflexibility — wrong encryption granularity:
Hard'to differentiate between sensitive and -sensitive data
Over-encryption: non-sensitive data is encrypted

Indexes are often not encrypted
Some database vendors do not support encrypted indexes
Some build indexes based on encrypted data
Most encryption is not order-preserving = lose range query functionality
Assume selection — requires determ ¢ encryption. susceptible to statistical attacks




Encryption Costs Example — 10 MBytes

Start-up Cost

Includes creating key schedule

Start-up cost incurred for each encryption operation

Blowfish has the highest start-upi cost (key expansion)
Encryption Speed

Blowfish > AES > DES

Bulk encryption is fastest: fewer encryption “invocations’”
Fewer “large” encryptions better than many “small”

Encryption
Algorithm
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Encryption Granularity

Granularity affects performance

Too Fine

Too many encryption calls

Can cause prohibitively high CPUI (and sometimes storage) overhead
Too Coarse

Inflexibility when dealing with mixed' data

Unnecessary encryption operations, i.e., non-sensitive data is encrypted
Choices?
Attribute value
Record
Attribute / Column — only sensitive attributes are encrypted
Page / Block




Encryption Granularity

Attribute-Level Integrity
Can’t use deterministic encryption (leaks information)
Need to “factor in” a unique random value
Padding can signiticantly increase storage overhead
» AES uses 16 byte blocks: 2-byte attribute = 14 bytes of padding

Advantage: can implement per-attribute policies

Encryption Granularity

Salary

40K

Record Level Integrity
Reduce # of encryption ops and padding required
Does not differentiate between sensitive and non-sensitive data




Encryption Granularity

Attribute / Column Level Integrity
Only sensitive attributes are encrypted
No encryption overhead when querying over non-sensitive data
But, often need to “jump’” into the middle of column to decrypt

Encryption Granularity

Page / Block Level Integrity
Entire page is encrypted as a unit
Does not differentiate between sensitive and non-sensitive data




Encryption Modes and Key Management

Stream or Block?
Stream is cheap but causes problems with updates...

Pure Block or Chained?
Pure block — everhead (need block #)
Chained-Block-Cipher (CBC)

- Key Granularity
Per encrypted unit?
Multiple units?

- “Gospel”: minimize amount of ciphertext under same key
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N-ary Storage Model
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Records stored continuously within page

[1]-suited for encryption
Doesn’t differentiate between mixed attributes
Minimum one encryption and padding per record

: rartitioned laintext-“iphertext Model

Our goals
Minimize # of encryption operations
Separate sensitive and noen-sensitive data
Create homogeneous mini-pages
No overhead when querying noen-sensitive data
Reduce amount of padding overhead
Each mini-page needs padding (versus each attribute / record)

Based upon “Weaving Relations for Cache Performance™, by
Ailamaki. et al.
Divide each page inte many — one attribute per minipage
In-page data placement is key to performance
Improves cache performance by loading relevant part of record into cache




PPC Page Layout

Page Header

REEE Plaintext

minipage
(empNo,dept)

Ciphertext
minipage
(name,salary)

Differentiate between non-sensitive and sensitive data
Plaintext and Ciphertext Mini-pages

Layout amenable to efficient use of encryption
Reduces # of encryption eperations
Only one padding required
Can take benefit from bulk encryption speeds

Buffer Manager Support

Introduce “encryption bit” inipage header

ON indicates that the ciphertext mini-page is encrypted.
Load page into buffer

Same as loading a regular page
Access page in the buffer

If ciphertext mini-page is accessed and encryption bit ON

- Decrypt and! set encryption bit to OFF

Write page back to the disk
I encryption bit isiOFF, re-encrypt ciphertext mini-page
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Encryption Bit = ON Load page
into buffer
Plaintext mini-page

Ciphertext Mini-page

Access
Encryption Bit = OFF cipher-text

mini-page
Plaintext mini-page

Plaintext

Decryption

Write page

Encryption Bit = ON S SHOGIRLS

Plaintext mini-page

Ciphertext Mini-page

Re-Encryption

Schemal Changes

PPC stores schema versions of each relation in

catalog| file
Header of each record contains schema version
Cani get the schema by only looking up in the sub-
record

Modifying attribute classification

Previously
LLazy encryption
Previously
When ciphertext mini-pages are accessed
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Experiments

Implemented PPC
MySQL. Version 4.1.0-alpha
Modified InneDB storage model
Altered page/record structure to create plaintext and ciphertext mini-pages

Comparison between
NSM no encryption
NSMipage level encryption (NSM-page)
PPC

- Experiments — TPC-Hi data set
Bulk Data Insertion
Varying # of encrypted attributes
Select TPC-H queries

Bulk Data Insertion

At least one attribute from each table is marked sensitive

Loading time for bulk insertion of: 100, 200, and 500’ MB

Overhead incurred by encryption solutions (relative to NSM without encryption)
NSM-page = 24%
PPC = 15%

PPC outperforms NSM-page since less data gets encrypted
Non-sensitive data is not encrypted

Performance Ratig

100 MBE 200 MB

EMNSh mPPC OMNSK-page
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Varying # of encrypted attributes

Idea
gle table /ineitem. TPC-H Query 1.

Analyze formance of PPC as we increase number of sensitive attributes

PPC-(x.y) means that y attributes in /ineitem were marked sensitive, x were included in query
Performance

Overhead is minimal when adding individua sitive attributes

PPC with few sensitive attributes performs almost identical to NSM

Last two columns have st cause the added sensitive attributes are /_shipinstruct and [_comment,

the est attributes in lineitem

Time in Seconds
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Selected TPC-H Queries

TPC-H Queries over a 200 MB database: highlight advantages of PPC
No overhead when querying non-sensitive attributes
Queries 1 and 6: range queries, no sensitive attributes
NSM and PPC identical. NSM-page suffers from over-encrypt
Query 8: encrypted attributes from 3! largest tables (/ineitem., partsupp, orders)
PPC clearly outperforms NSM-page. less data involved in encry]
Oyerall overhead incurred
NSM-page = 33%
PPC = 6%

ErHSH BPPC COMSM-page

Timein seconds




Conclusions & Euture Work

Proposed a new DBMS storage model
Facilitates efficient implementation of encryption techniques
Groups sensitive data, reduces # of encryption operations
In turn, reduces encryption overhead
No encryption of non-sensitive attributes

Future work
Extensions/variations of the PPC model
Less trusted server model
Securne hardware to aid with queries
Integrity/Authenticity issues
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