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Outline of TalkOutline of Talk
►►The need for database security and privacyThe need for database security and privacy
►►Problems with current solutionsProblems with current solutions
►►Outsourced Database ModelOutsourced Database Model
►►Encryption cost and level of granularityEncryption cost and level of granularity
►►Our storage model Our storage model -- PPCPPC
►►Experiments / Performance (TPCExperiments / Performance (TPC--H)H)
►►ConclusionConclusion
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MotivationMotivation
�� Concerns about security & privacy prompted new legislationsConcerns about security & privacy prompted new legislations�� ������ ������ �������!� "#�# $%�� "� �� �� ��&��'��" (#�)��������� ������ �������!� "#�# $%�� "� �� �� ��&��'��" (#�)���
�� Trend: vendors adding security/privacy features to existing Trend: vendors adding security/privacy features to existing 

productsproducts�� *+ +, -�#&.�, /01 )#!� 2013*+ +, -�#&.�, /01 )#!� 201344� �%''����� ��&��'����� �%''����� ��&��'����
�� Coming up with efficient security solutions requires Coming up with efficient security solutions requires 

understanding of:understanding of:�� 5����� �( !%.���#6�.���5����� �( !%.���#6�.���
�� ���#&7 $�"�.���#&7 $�"�.
�� *�&��'���� #�" ���� ����  �#�%.#����*�&��'���� #�" ���� ����  �#�%.#����
�� 8)��&� �( ��&��'����8)��&� �( ��&��'���� (%�&����9�(%�&����9�: �� %��: �� %��
�� ;�� $#�# �$��� ���%��;�� $#�# �$��� ���%��

�� ChallengeChallenge�� /����"%&� ��&%���� (%�&����#.��� <��)�%� ��� $%&) �!��)�#" 9'��(/����"%&� ��&%���� (%�&����#.��� <��)�%� ��� $%&) �!��)�#" 9'��(��$#�&���$#�&�
#�" ����# �:#�" ����# �:
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PurposePurpose
�� Adding privacy/security features Adding privacy/security features as an afterthought results in results in 

poor performancepoor performance
�� Efficient solutions require fundamental changes to underlying Efficient solutions require fundamental changes to underlying 

storage implementationstorage implementation�� 1���$�=� �%$6�� �( ��&��'���� �'��#�����1���$�=� �%$6�� �( ��&��'���� �'��#�����

�� We suggest a new DMBS storage model We suggest a new DMBS storage model >> ?@ABC DEFDGHGIE JKHK HA LGFGLGME N AO EFP@QCHGAF ACE@KHGAFD?@ABC DEFDGHGIE JKHK HA LGFGLGME N AO EFP@QCHGAF ACE@KHGAFD RRLGFGLGMELGFGLGME
P@QCHA AIE@SEKJP@QCHA AIE@SEKJ

>> TKUE KJIKFHKVE AO WBXU EFP@QCHGAF CE@OA@LKFPETKUE KJIKFHKVE AO WBXU EFP@QCHGAF CE@OA@LKFPE
>> YGFGLGME @GDUD AO UEQZJKHK PALC@ALGDEYGFGLGME @GDUD AO UEQZJKHK PALC@ALGDE

[[ Motivated by the Motivated by the Outsourced DatabaseOutsourced Database paradigmparadigm
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Outsourced Database ModelOutsourced Database Model

[[ ClientClient--Server modelServer model>> �XGEFH DHA@ED WAHS DEFDGHGIE KFJ FAF�XGEFH DHA@ED WAHS DEFDGHGIE KFJ FAF��DEFDGHGIE JKHK KH HSE DE@IE@DEFDGHGIE JKHK KH HSE DE@IE@
>> �E@IE@ KPHD KD KF ABHDAB@PEJ JKHKWKDE KCCXGPKHGAF�E@IE@ KPHD KD KF ABHDAB@PEJ JKHKWKDE KCCXGPKHGAF

��������� �!"�#�������� �!"�#� $$  �# "�"%� &'�' �(��)*( �#��+,�"�# '#& '���  ��#���!  �# "�"%� &'�' �(��)*( �#��+,�"�# '#& '���  ��#���!
��-# )�� &'�'-# )�� &'�'$$ ��#."&�#�"'!"�+ '#& ,��%�#� )#')�(��"/�& '���   ��#."&�#�"'!"�+ '#& ,��%�#� )#')�(��"/�& '���  

[[ Trust in serverTrust in server>> 0KFVED O@AL OBXXQ H@BDHEJ HA OBXXQ BF0KFVED O@AL OBXXQ H@BDHEJ HA OBXXQ BF��H@BDHEJH@BDHEJ
>> 1E OAPBD AF CK@HGKXXQ H@BDHEJ1E OAPBD AF CK@HGKXXQ H@BDHEJ
>> 2BXXQ BF2BXXQ BF��H@BDHEJ 3 4KHKWKDEH@BDHEJ 3 4KHKWKDE��KDKD��KK���E@IGPE 546�7�E@IGPE 546�7

�� 8��%�� �)# 9)��"� �%�� �#��+,��& &'�'8��%�� �)# 9)��"� �%�� �#��+,��& &'�'
�� :#*�"#* ;��< '� =>?:#*�"#* ;��< '� =>?

@ABACADE FEGHIJE KGLHIMEG N@FKO

PQRSTQSR
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[\]^_
[\]^_`

abcdbeffa ghijkfal mnopqrstu v

Partially Trusted ServerPartially Trusted Server

ww Untrusted Storage Untrusted Storage –– subject to takeover subject to takeover 
ww Trusted CPUTrusted CPU

�� Viable if:Viable if:
wwNo possibility of compromise No possibility of compromise 
wwTemporary compromise while CPU has no access to keysTemporary compromise while CPU has no access to keys

xyz{|}~CPU
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Points of VulnerabilityPoints of Vulnerability
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!! "���# �� �# ��� ������� ��������� $���"���# �� �# ��� ������� ��������� $���
!! %%& '��$(��%%& '��$(�� )*%��)*%��+ �� �+ �� � ,-. /012,-. /012 ����$��$(������������$��$(��������

33456 789:;99<7 =>? @;A6B<A456 789:;99<7 =>? @;A6B<A

CC DEFE GFHIJK EF FLJ GJIMJIDEFE GFHIJK EF FLJ GJIMJI
!! %����N� ���  �������$%����N� ���  �������$ OO ��� P� ��Q ��Q���$��� P� ��Q ��Q���$
!! %����$ $��� ���$� �� P� ����# ��$ ��$ ����N���#%����$ $��� ���$� �� P� ����# ��$ ��$ ����N���#RR �������$ �������$
!! *������ �N����� �����$��� ��$ Q�������� ����$���*������ �N����� �����$��� ��$ Q�������� ����$���

STUTVTWX YXZ[\]X ^Z_[\`XZ aSY^b
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Problems with todayProblems with today’’s DB security solutionss DB security solutions
�� ���� �������������� ����������

�� ����� �������� ���� ����� ��¡��¢��£�� � ¤¥��£�� �£¦  §��¨�£������ �������� ���� ����� ��¡��¢��£�� � ¤¥��£�� �£¦  §��¨�£�
�� ©£��¦� ��� �  �����¦���¡ ¤ ��¦ ���� ª� «¬©­©£��¦� ��� �  �����¦���¡ ¤ ��¦ ���� ª� «¬©­
�� «�¢¢���¦� �  ¢��� �¢¢������ � ¦��� �� ®��¨ �� ¤ ��¢���¡ �¨� ®£�«�¢¢���¦� �  ¢��� �¢¢������ � ¦��� �� ®��¨ �� ¤ ��¢���¡ �¨� ®£� �� ®¨��¨ ��� ��� £���� ®¨��¨ ��� ��� £��

�� ��� �� ª¦ �¯�  � ���¯�� ��� �� ª¦ �¯�  � ���¯

�� °��±�²�³�±�´�°��±�²�³�±�´� µµ ¶���· �����¸´��� ·�¹�º±¹��´�¶���· �����¸´��� ·�¹�º±¹��´�
�� »£�� �  ��¢¢������£�� ª��®��� �������§� £�� � �»£�� �  ��¢¢������£�� ª��®��� �������§� £�� � �¼¼�������§� �£�£�������§� �£�£
�� ½§��½§��¼¼�����¥�� �¾ � ������¥�� �¾ � �¼¼�������§� �£�£ �� �����¥����������§� �£�£ �� �����¥���

�� °�¿�²�À ¹�� ��´�� ��´ �����¸´�¿°�¿�²�À ¹�� ��´�� ��´ �����¸´�¿
�� ­ ¤� �£�£ª£�� §��� �� �  � � ��¥¥ �� �����¥��� ����Á��­ ¤� �£�£ª£�� §��� �� �  � � ��¥¥ �� �����¥��� ����Á��
�� ­ ¤� ª��¦� ����Á�� ª£���  � �����¥��� �£�£­ ¤� ª��¦� ����Á�� ª£���  � �����¥��� �£�£

ÂÂ ÃÄÅÆ ÇÈÉÊËÌÆÍÄÈ ÍÅ ÈÄÆ ÄÊÎÇÊÃÄÅÆ ÇÈÉÊËÌÆÍÄÈ ÍÅ ÈÄÆ ÄÊÎÇÊÏÏÌÊÇÅÇÊÐÍÈÑÌÊÇÅÇÊÐÍÈÑ ÒÒ ÓÄÅÇ ÊÔÈÑÇ ÕÖÇÊË ×ÖÈÉÆÍÄÈÔÓÍÆËÓÄÅÇ ÊÔÈÑÇ ÕÖÇÊË ×ÖÈÉÆÍÄÈÔÓÍÆË
ÂÂ ØÅÅÖÙÇ ÅÇÓÇÉÆÍÄÈØÅÅÖÙÇ ÅÇÓÇÉÆÍÄÈ ÚÚ ÊÇÕÖÍÊÇÅ ÎÇÆÇÊÙÍÈÍÅÆÍÉ ÇÈÉÊËÌÆÍÄÈÛ ÅÖÅÉÇÌÆÍÜÓÇ ÆÄ ÅÆÔÆÍÅÆÍÉÔÓ ÔÊÇÕÖÍÊÇÅ ÎÇÆÇÊÙÍÈÍÅÆÍÉ ÇÈÉÊËÌÆÍÄÈÛ ÅÖÅÉÇÌÆÍÜÓÇ ÆÄ ÅÆÔÆÍÅÆÍÉÔÓ ÔÆÆÔÉÝÅÆÆÔÉÝÅ
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Encryption Costs Example Encryption Costs Example –– 10 10 MBytesMBytes
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����� !"#������ !"#�
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)) StartStart--up Costup Cost** +,-./012 -31456,7 819 2-:10/.1+,-./012 -31456,7 819 2-:10/.1
** ;5435;5435<</= ->25 6,-/3310 ?>3 14-: 1,-39=56>, >=13456>,/= ->25 6,-/3310 ?>3 14-: 1,-39=56>, >=13456>,
** @.>A?62: :42 5:1 :67:125 25435@.>A?62: :42 5:1 :67:125 25435<</= ->25 B819 1C=4,26>,D/= ->25 B819 1C=4,26>,D

)) Encryption SpeedEncryption Speed** @.>A?62: E FG; E HG;@.>A?62: E FG; E HG;
** @/.8 1,-39=56>, 62 ?425125I ?1A13 1,-39=56>,@/.8 1,-39=56>, 62 ?425125I ?1A13 1,-39=56>, JJ6,K>-456>,26,K>-456>,2LL

)) Fewer Fewer ““largelarge”” encryptions better than many encryptions better than many ““smallsmall””

MNN OPQRS PT QSRUS

VWXYWZ[[V \]^_`[Va bcdefghij X[

Encryption GranularityEncryption Granularity
)) Granularity affects performanceGranularity affects performance

�� Too FineToo Fine
kkl>> m4,9 1,-39=56>, -4..2l>> m4,9 1,-39=56>, -4..2
kkn4, -4/21 =3>:6o656K1.9 :67: npq B4,0 2>m156m12 25>3471D >K13:14n4, -4/21 =3>:6o656K1.9 :67: npq B4,0 2>m156m12 25>3471D >K13:1400

�� Too CoarseToo Coarse
kk+,?.1C6o6.659 A:1, 014.6,7 A65: m6C10 0454+,?.1C6o6.659 A:1, 014.6,7 A65: m6C10 0454
kkq,,1-122439 1,-39=56>, >=13456>,2r 6s1sr ,>,q,,1-122439 1,-39=56>, >=13456>,2r 6s1sr ,>,<<21,2656K1 0454 62 1,-39=51021,2656K1 0454 62 1,-39=510

)) Choices? Choices? 
�� Attribute valueAttribute value
�� RecordRecord
�� Attribute / Column Attribute / Column –– only sensitive attributes are encryptedonly sensitive attributes are encrypted
�� Page / BlockPage / Block
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Encryption GranularityEncryption Granularity
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������������

������������

�������	�	��

�N��

�N��
M�RM�R�RU��� ���RU��� ��

Attribute

�� �������������������������  !��"���#�����  !��"���#
$$ %&'%&'(() *+, -,),./0'0+)01 ,'1.23)04' 56,&7+ 0'84./&)04'9) *+, -,),./0'0+)01 ,'1.23)04' 56,&7+ 0'84./&)04'9
$$ :,,- )4:,,- )4 ;;8&1)4. 0'8&1)4. 0'<< & *'0=*, .&'-4/ >&6*,& *'0=*, .&'-4/ >&6*,
$$ ?&--0'@ 1&' +0@'0801&')62 0'1.,&+, +)4.&@, 4>,.A,&-?&--0'@ 1&' +0@'0801&')62 0'1.,&+, +)4.&@, 4>,.A,&-

BBCDE FGHG IJ KLMH KNOPQGR SCDE FGHG IJ KLMH KNOPQGR STTKLMH UMMVWKFMHKLMH UMMVWKFMH XX IY KLMHG OZ [U\\W]^IY KLMHG OZ [U\\W]^
$$ _->&')&@,` 1&' 0/36,/,')_->&')&@,` 1&' 0/36,/,') abcb%defbabcb%defb 3,.3,.gg&)).0h*), 346010,+&)).0h*), 346010,+

ijkljmnni opqrsnit uvwxyz{|} km

Encryption GranularityEncryption Granularity

~~�~~�������
������������

����������~~

~��~��������
������������������������ �������� ��

Record

�� ������ �����  ¡¢�£�¤¢¥������ �����  ¡¢�£�¤¢¥
¦¦ §¨©ª«¨ ¬ ­® ¨¯«°±²³´­¯ ­²µ ¶¯© ²¶©©´¯· °¨¸ª´°¨©§¨©ª«¨ ¬ ­® ¨¯«°±²³´­¯ ­²µ ¶¯© ²¶©©´¯· °¨¸ª´°¨©
¦¦ ¹­¨µ ¯­³ ©´®®¨°¨¯³´¶³¨ º¨³»¨¨¯ µ¨¯µ´³´¼¨ ¶¯© ¯­¯¹­¨µ ¯­³ ©´®®¨°¨¯³´¶³¨ º¨³»¨¨¯ µ¨¯µ´³´¼¨ ¶¯© ¯­¯½½µ¨¯µ´³´¼¨ ©¶³¶µ¨¯µ´³´¼¨ ©¶³¶
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Encryption GranularityEncryption Granularity

������������
������������

������������

������������
������������������������ �������� ��

Attribute / 
Column

�� �¢¢�¤ !¢� " #��!$¡ �����  ¡¢�£�¤¢¥�¢¢�¤ !¢� " #��!$¡ �����  ¡¢�£�¤¢¥
¦¦ %¯&± µ¨¯µ´³´¼¨ ¶³³°´ºª³¨µ ¶°¨ ¨¯«°±²³¨©%¯&± µ¨¯µ´³´¼¨ ¶³³°´ºª³¨µ ¶°¨ ¨¯«°±²³¨©
¦¦ '­ ¨¯«°±²³´­¯ ­¼¨°(¨¶© »(¨¯ ¸ª¨°±´¯· ­¼¨° ¯­¯'­ ¨¯«°±²³´­¯ ­¼¨°(¨¶© »(¨¯ ¸ª¨°±´¯· ­¼¨° ¯­¯½½µ¨¯µ´³´¼¨ ©¶³¶µ¨¯µ´³´¼¨ ©¶³¶
¦¦ )ª³* ­®³¨¯ ¯¨¨© ³­)ª³* ­®³¨¯ ¯¨¨© ³­ ++,ª-²,ª-².. ´¯³­ ³(¨ -´©©&¨ ­® «­&ª-¯ ³­ ©¨«°±²³´¯³­ ³(¨ -´©©&¨ ­® «­&ª-¯ ³­ ©¨«°±²³

��������� ���	
��� �
������� ��

Encryption GranularityEncryption Granularity

������������
������������

������������

������������
������������������������ �������� ��

Page / Block

�� /0£� " 1���2 �����  ¡¢�£�¤¢¥/0£� " 1���2 �����  ¡¢�£�¤¢¥
¦¦ 3¯³´°¨ ²¶·¨ ´µ ¨¯«°±²³¨© ¶µ ¶ ª¯´³3¯³´°¨ ²¶·¨ ´µ ¨¯«°±²³¨© ¶µ ¶ ª¯´³
¦¦ ¹­¨µ ¯­³ ©´®®¨°¨¯³´¶³¨ º¨³»¨¨¯ µ¨¯µ´³´¼¨ ¶¯© ¯­¯¹­¨µ ¯­³ ©´®®¨°¨¯³´¶³¨ º¨³»¨¨¯ µ¨¯µ´³´¼¨ ¶¯© ¯­¯½½µ¨¯µ´³´¼¨ ©¶³¶µ¨¯µ´³´¼¨ ©¶³¶
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Encryption Modes and Key ManagementEncryption Modes and Key Management
�� Stream or Block?Stream or Block?

¦¦ �³°¨¶- ´µ «(¨¶² ºª³ «¶ªµ¨µ ²°­º&¨-µ »´³( ª²©¶³¨µ�³°¨¶- ´µ «(¨¶² ºª³ «¶ªµ¨µ ²°­º&¨-µ »´³( ª²©¶³¨µ��
�� Pure Block or Chained?Pure Block or Chained?�� ���� 	
��
���� 	
��
 �� �������� ����� 	
��
 ���������� ����� 	
��
 ��
�� ChainedChained--BlockBlock--Cipher (CBC)Cipher (CBC)

�� Key GranularityKey Granularity�� ��� ��������� �������� ��������� �����
�� ��
���
� ��������
���
� ������

�� ““GospelGospel””: : minimize amount of ciphertext under same keyminimize amount of ciphertext under same key

� !" #$$� %&'()$�* +,-./0123 !4

Outline of TalkOutline of Talk
►►The need for database security and privacyThe need for database security and privacy
►►Problems with current solutionsProblems with current solutions
►►Outsourced Database ModelOutsourced Database Model
►►Encryption cost and level of granularityEncryption cost and level of granularity
►►Storage model Storage model -- PPCPPC
►►Experiments / Performance (TPCExperiments / Performance (TPC--H)H)
►►ConclusionConclusion
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NN--aryary Storage ModelStorage Model

�� Records stored continuously within pageRecords stored continuously within page
�� IllIll--suited for encryptionsuited for encryption

�� ���������� ��� ������������� 	������ ����� �����	����� ������������� 	������ ����� �����	����
�� ������� ��� ���������� ��� ������� ��� ������������� ��� ���������� ��� ������� ��� ������

� 	
�� 
��� �� � ����� 	
�� 
��� �� � ���� ����������
��� � 
�� 
��� ����� � 
�� 
��� ��

����  ��!�"����  ��!�"

#$$%&' '()*&

� !" #$$� %&'()$�* +,-./0123 !+

PPCPPC: : PPartitioned artitioned PPlaintextlaintext--CCiphertext Modeliphertext Model
�� Our goalsOur goals

�� ������,� � �� ���������� ����������������,� � �� ���������� ����������
�� -������� ��������� ��� ���-������� ��������� ��� ���..��������� ������������� ����

//012342 567682926:; 7<9<012342 567682926:; 7<9<==>382;>382;
?? @A ABCDECFG HECI JKCDLMIN IAI@A ABCDECFG HECI JKCDLMIN IAIOOPCIPMQMBC GFQFPCIPMQMBC GFQF
?? RCGKSC FTAKIQ AU VFGGMIN ABCDECFGRCGKSC FTAKIQ AU VFGGMIN ABCDECFG

//W3X5 7<9<W3X5 7<9<==>382 922Y; >3YY<98 Z[21;:; 23X5 3441<\:42 ] 12X61Y^>382 922Y; >3YY<98 Z[21;:; 23X5 3441<\:42 ] 12X61Y^

__ Based upon Based upon ““Weaving Relations for Cache PerformanceWeaving Relations for Cache Performance””, by , by 
AilamakiAilamaki, et al., et al.
?? `MBMGC CFSE VFNC MIQA TFIL`MBMGC CFSE VFNC MIQA TFIL TMIMVFNCPTMIMVFNCP aa AIC FQQDMbKQC VCDAIC FQQDMbKQC VCD TMIMVFNCTMIMVFNC
?? cIcIOOVFNC GFQF VdFSCTCIQ MP eCL QA VCDUADTFISCVFNC GFQF VdFSCTCIQ MP eCL QA VCDUADTFISC
?? cTVDABCP SFSEC VCDUADTFISC bL dAFGMIN DCdCBFIQ VFDQ AU DCSADG MIcTVDABCP SFSEC VCDUADTFISC bL dAFGMIN DCdCBFIQ VFDQ AU DCSADG MIQA SFSECQA SFSEC
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���� �� ����  !� "�# $����� �� ����  !� "�# $�

 "�%& ' ()*�& "�%& ' ()*�& ++
"�%&"�%&

,)-� .�)/�0,)-� .�)/�0

122345

6MVECDQC7Q
89:9;<=4
>:<84?3<@<ABC

DdFMIQC7Q
89:9;<=4
>48;EF?G4;5C

122345

PPC Page LayoutPPC Page Layout

HH `MUUCDCIQMFQC bCQHCCI IAI`MUUCDCIQMFQC bCQHCCI IAIOOPCIPMQMBC FIG PCIPMQMBC GFQFPCIPMQMBC FIG PCIPMQMBC GFQF
II JKLMNOPQO LNR SMTUPVOPQO WMNMJKLMNOPQO LNR SMTUPVOPQO WMNMXXTLYPZTLYPZ

[[ \]^_`a ]bcd]efc a_ cgghihcda `jc _g cdik^lah_d\]^_`a ]bcd]efc a_ cgghihcda `jc _g cdik^lah_d
II mPRnoPZ p qr PNoVsTOMqN qTPVLOMqNZmPRnoPZ p qr PNoVsTOMqN qTPVLOMqNZ
II tNKs qNP TLRRMNY VPunMVPRtNKs qNP TLRRMNY VPunMVPR
II SLN OLvP wPNPrMO rVqx wnKv PNoVsTOMqN ZTPPRZSLN OLvP wPNPrMO rVqx wnKv PNoVsTOMqN ZTPPRZ

yz{|z}~~y �����~y� ��������� }~

Buffer Manager SupportBuffer Manager Support
�� Introduce Introduce ““encryption bitencryption bit”” in page headerin page header

� ON indicates that the ciphertext mini-page is encrypted.
��Load page into bufferLoad page into buffer

�� Same as loading a regular pageSame as loading a regular page
��Access page in the bufferAccess page in the buffer

�� If ciphertext miniIf ciphertext mini--page is accessed and encryption bit page is accessed and encryption bit ON
[[������� ��� ��� ���������� ��� ��������� ��� ��� ���������� ��� �� ���

��Write page back to the diskWrite page back to the disk
�� If encryption bit is If encryption bit is OFF, re, re--encrypt ciphertext miniencrypt ciphertext mini--pagepage
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Schema ChangesSchema Changes
99PPC stores schema versions of each relation in PPC stores schema versions of each relation in 
catalog filecatalog file
�� Header of each record contains schema versionHeader of each record contains schema version
�� Can get the schema by only looking up in the subCan get the schema by only looking up in the sub--
recordrecord

99Modifying attribute classificationModifying attribute classification
�� Previously Previously nonnon--sensitive to sensitivesensitive to sensitive

::;<=> ?@AB>CDEF@;<=> ?@AB>CDEF@

�� Previously Previously sensitive to nonsensitive to non--sensitivesensitive
::GH?@ AECH?BD?ID JE@EGH?@ AECH?BD?ID JE@EKKC<L?M <B? <AA?MM?NC<L?M <B? <AA?MM?N
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ExperimentsExperiments
�� Implemented PPC Implemented PPC �� ����������� �	
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%% Experiments Experiments –– TPCTPC--H data setH data set�� �#�, ���� ���	
��
��#�, ���� ���	
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�
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���� - 
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Bulk Data InsertionBulk Data Insertion
GG HI JKLMI NOK LIIPQRSIK TPNU KLVW ILRJK QM ULPXKY MKOMQIQZKHI JKLMI NOK LIIPQRSIK TPNU KLVW ILRJK QM ULPXKY MKOMQIQZK
GG [NLYQO\ IQUK TNP RSJX QOMKPIQNO NT] ^__` a__` LOY b__cd[NLYQO\ IQUK TNP RSJX QOMKPIQNO NT] ^__` a__` LOY b__cd
GG eZKPWKLY QOVSPPKY Rf KOVPfgIQNO MNJSIQNOM hPKJLIQZK IN ijc kQIWNeZKPWKLY QOVSPPKY Rf KOVPfgIQNO MNJSIQNOM hPKJLIQZK IN ijc kQIWNSI KOVPfgIQNOlSI KOVPfgIQNOl

mm nopnopqqrstu v wxyrstu v wxy
mm zz{ v |}yzz{ v |}y

GG ~~� NSIgKPTNPUMijc~~� NSIgKPTNPUMijc��gL\K MQOVK JKMM YLIL \KIM KOVPfgIKYgL\K MQOVK JKMM YLIL \KIM KOVPfgIKY
mm n��n��qq�u������u �s�s �� ��� u����r�u��u������u �s�s �� ��� u����r�u�
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Varying # of encrypted attributesVarying # of encrypted attributes
GG �YKL�YKL

mm ����s�u ���t�u �s��u����s�u ���t�u �s��u �����	�
�����	�
�� �
��
���� ����� ��� ����� ���� ������� ���� �!��"�  � 

� �# $� %�"���#� ��!&��  � #��#%'%(� �'������� ���� �!��"�  � 

� �# $� %�"���#� ��!&��  � #��#%'%(� �''�%&�'�#'�%&�'�#
�� 

�

���))*+�*+�, !���# '-�' � �''�%&�'�# %�, !���# '-�' � �''�%&�'�# %� �����	�
�����	�
 $��� !��.�/ #��#%'%(�+ * $��� %�"��/�/ %� 0����$��� !��.�/ #��#%'%(�+ * $��� %�"��/�/ %� 0����

11 234564789:3234564789:3
�� ;(��-��/ %# !%�%!�� $-�� �//%�< %�/%(%/��� #��#%'%(� �''�%&�'�#;(��-��/ %# !%�%!�� $-�� �//%�< %�/%(%/��� #��#%'%(� �''�%&�'�#
�� 

� $%'- ��$ #��#%'%(� �''�%&�'�# ���� �!# ��! #' %/��'%"�� ' =

� $%'- ��$ #��#%'%(� �''�%&�'�# ���� �!# ��! #' %/��'%"�� ' =>?>?
�� @�#' '$ " ��!�# -�(� #�%.�# &�"��#� '-� �//�/ #��#%'%(� �''�%&�@�#' '$ " ��!�# -�(� #�%.�# &�"��#� '-� �//�/ #��#%'%(� �''�%&�'�# ���'�# ��� �ABC�D ��B	EFG	�ABC�D ��B	EFG	 ��/��/ �AGH

��	�AGH

��	++'-� ���<�#' �''�%&�'�# %�'-� ���<�#' �''�%&�'�# %� �%��%'�!�%��%'�!

IJKLJMNNI OPQRSNIT UVWXYZ[\] M^

Selected TPCSelected TPC--H QueriesH Queries
__ `ab`abccd efghigj klgh m noo pq rmsmtmjgu viwvxiwvs mrlmysmwgj kz aabd efghigj klgh m noo pq rmsmtmjgu viwvxiwvs mrlmysmwgj kz aab

{{ |6 6}34~38� �~39 ��34��9� 969|6 6}34~38� �~39 ��34��9� 969���39����}3 8��4����3��39����}3 8��4����3�
__ efghigj � myr �u hmywg �fghigj� yk jgyjisilg msshitfsgjefghigj � myr �u hmywg �fghigj� yk jgyjisilg msshitfsgj

{{ |�� 89� 22� ��39��:8�� |��|�� 89� 22� ��39��:8�� |�����8�3 ��5534� 5467 6}34�8�3 ��5534� 5467 6}34��39:4����6939:4����69
__ efgh� �u gy�h��sgr msshitfsgj zhk� � xmhwgjs smtxgj �efgh� �u gy�h��sgr msshitfsgj zhk� � xmhwgjs smtxgj �������� ������� �� ¡¢£�¤¥¡¡¡¢£�¤¥¡¡ �� ¦£§�£¤¦£§�£¤¨̈{{ 22� :�384�� 6���345647�|��22� :�384�� 6���345647�|�����8�3� �3�� �8�8 �9}6�}3� �9 39:4����69��8�3� �3�� �8�8 �9}6�}3� �9 39:4����69�
__ ©lghmxx klghvgmr iy�fhhgr©lghmxx klghvgmr iy�fhhgr

{{ |��|�����8�3 ª ««¬�8�3 ª ««¬
{{ 22� ª ­¬22� ª ­¬
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Conclusions & Future WorkConclusions & Future Work
��Proposed a new DBMS storage modelProposed a new DBMS storage model

�� Facilitates efficient implementation of encryption techniquesFacilitates efficient implementation of encryption techniques
�� Groups sensitive data, reduces # of encryption operationsGroups sensitive data, reduces # of encryption operations
�� In turn, reduces encryption overheadIn turn, reduces encryption overhead
�� No encryption of nonNo encryption of non--sensitive attributessensitive attributes

��Future workFuture work
�� Extensions/variations of the PPC modelExtensions/variations of the PPC model
�� Less trusted server modelLess trusted server model
�� Secure hardware to aid with queriesSecure hardware to aid with queries
�� Integrity/Authenticity issuesIntegrity/Authenticity issues
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For More Information:For More Information:
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