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Outsourced Database Model (ODB)Outsourced Database Model (ODB)
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1. Unified Owner Scenario1. Unified Owner Scenario
hiji hklmnoj p qrksokn tuvwuv txyu

Note that:
• Querier may be anemic (battery, CPU, storage)
• Querier may have a slow/unreliable link
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2. Multi2. Multi--Querier ScenarioQuerier Scenario
Data Deposit
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Data Queries
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3. Multi3. Multi--Owner ScenarioOwner Scenario

z{|}~ � Data Depositors

tuvwuv txyu

Data Queriers

��}~�}~ �

z{|}~ �

z{|}~ � ��}~�}~ �

������
��



4

�

Client queries the Database at the ServerClient queries the Database at the Server
tuvwuv txyu
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Challenge
How to provide efficient authentication and integrity for a 

potentially large and unpredictable set of records returned?

Integrity and Authenticity in the ODB modelIntegrity and Authenticity in the ODB model
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Integrity GranularityIntegrity Granularity
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• The granularity level affects performance
– Too Fine: high computation overhead
– Too Broad: high communication overhead
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Integrity GranularityIntegrity Granularity
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• Table Level Integrity
– Large communication overhead
– Entire table needs to be returned
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Integrity GranularityIntegrity Granularity
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Attribute

• Attribute Level Integrity
– No wasted bandwidth
– Yields a large amount of signatures
– Costly for the client to verify
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Integrity GranularityIntegrity Granularity
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Record

• Record Level Integrity
– Seems to be the optimal choice
– Server returns matching query records along with 
integrity checks over entire record

– Implies that the smallest unit of data returned is a 
record
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Possible SolutionsPossible Solutions
• MAC’s – Message Authentication Codes

– Compute a MAC over each record, very efficient
– Uses symmetric key
– Works in Unified Owner Model:   owner = querier

• Digital Signatures
– Owner signs each record individually
– RSA, ElGamal Family, BGLS (Boneh, et al.)

• Authenticated Data Structures
– Build a Merkle Hash Tree based on the database records and have the data owner sign the root
– Well suited for range queries
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Digital Signature SolutionDigital Signature Solution
• One Solution (inefficient)
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• Instead, combine multiple individual signatures into one 
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• We consider 3 signature schemes
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Batch Verification of RSA SignaturesBatch Verification of RSA Signatures
• Batching: useful when many signature verifications 
need to be performed simultaneously

• Reduces verifier’s computational overhead
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• Fast screening of RSA signatures (Bellare, et al.): 
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Fast Screening of RSA SignaturesFast Screening of RSA Signatures
• Reduces querier computation but not bandwidth 
overhead
– All individual signatures are sent to the querier for 
verification

• Bandwidth overhead can be overwhelming
– Consider weak (anemic) queriers
– Query replies can contain many records
– Each RSA signature is at least 1024 bits long!

Can we do better?
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Condensed RSACondensed RSA
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Condensed RSACondensed RSA
• Reduces querier computation costsR STUVWUV XUVYZV[\ ]^_ [T àWX`WbcaWZd\ cde c \Wdf`U UgXZdUdaWcaWZd
• Achieves constant bandwidth overheadR STUVWUV VUbUWhU\ c \Wdf`U ijk \WfdcaTVU
• Is as secure as Batch Verification of RSAR iUeTbaWZdl WY mU bcd nVUco pZdeUd\Ue ijkq arUd mU bcd nVUcoscabr tUVWYWbcaWZd ZY ijk ubZd\aVTba ncabr arca Xc\\U\ arU vc\ajbVUUdWdf wU\ax
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Batching ElGamal Family signaturesBatching ElGamal Family signatures

Unfortunately, no secure way to aggregate 
ElGamal type signatures !

• Signatures are efficient to generate
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Aggregated signature scheme by Aggregated signature scheme by BonehBoneh et al.et al.
• Signature Scheme based on Elliptic Curve, Bilinear Mapping, GAP-DH group
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• Signatures by multiple signers on different messages can be combined into one short signature.
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Aggregated signature scheme by Aggregated signature scheme by BonehBoneh et al.et al.
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Aggregated signature scheme by Aggregated signature scheme by BonehBoneh et al.et al.
• Applicable to all three ODB flavorsa bcdefgdf hgdijkifl cmnolngi

• In case of the Unified-owner and Multi-querier modelsa pqnokno rcstqfgfkcd kdmcumne vwx squfktukrgfkcde gdi fjchkukdngo sgttkdyez

• In case of the Multi-owner scenarioa pqnokno rcstqfgfkcd kdmcumne {|x hkukdngo sgttkdye }{ ~
dqshno c� ekydnoe� gdi

a }{�v w x� squfktukrgfkcde jlnon v ke dqshno c� ekydgfqone h� ngrl
qeno

• Bilinear mappings are expensive to compute.a bcstqfkdy g ekdyun hkukdngo sgttkdy kd g �knui �� jlnon �� � ke��� hkfe cd g ��������� fg�ne �� s�nr�
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Cost ComparisonsCost Comparisons
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Features of the 3 Signature SchemesFeatures of the 3 Signature Schemes
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Authenticated Data StructuresAuthenticated Data Structures
• Search Directed Acyclic Graphs (Search DAG’s)� �� !"#$% &'$##(�#)"�% �' !(*
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Authenticated Data StructuresAuthenticated Data Structures
• Construction of a Merkle Hash Tree (MHT)� ��!= "3-�. 03"'!)" 1!.1 3= '1�)/ �(�2�"'
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Authenticated Data StructuresAuthenticated Data Structures
• Construction of a Merkle Hash Tree (MHT)
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• Querying a MHT (authenticated dictionary)
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Authenticated Data StructuresAuthenticated Data Structures
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Authenticated Data StructuresAuthenticated Data Structures
• Query Completeness
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• MHT’s in ODB are most useful for range queries[ \]^ _`^^ ab` ^c^`d e__`fgh_^
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In conclusionIn conclusion……
• Summary

– Compared performance of digital signature schemes in 
providing integrity & authenticity of query replies

– No clear winners

• Future Work
– Query completeness (“lazy” server) with signature 
schemes – on-going work, some neat results 

– Any other efficient and practical signature scheme that 
allows multi-signer aggregation?

– Find solution to batching of ElGamal Family signatures


